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Future cooperative intelligent trans-
portation systems (clTS) will use ded-
Icated short range communication
(DSRC) to extensively exchange in-
formation between participants. clTS
applications will enhance road safety,
traffic efficiency, and offer value-add-

ed services. One example is pay as
you drive (PAYD) insurance. Vehicles
frequently submit their ID, current po-
sition and speed to an insurance pro-
vider for usage-based billing. Privacy
Issues arise from potential misuse of
collected data. Current research fo-

cuses either on the communication
or the storage domain. We develop
an approach for system privacy that
guarantees the enforcement of user-

specified privacy polices throughout
the whole cITS.
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taining a unique identifier and exact position data.

Policy — User-set and tightly coupled with the gov-
erned data item.

Mandatory Privacy Control (MPC) — Enforces user-
set privacy policies on data; mediates all access.

e MPC Integrity Protection (MIP) — Uses trusted com-

puting principles to verify integrity of MPC.
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APPLICATION EXAMPLE: PAY AS YOU DRIVE INSURANCE

Floating Car Data
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Public Communication

Confidential Communication

Without privacy protection. Insurance provider can access With privacy protection. All data access is mediated, data se-
curely transmitted, and privacy policies are enforced.

arbitrary data without constraints.

POLICY EXAMPLE

PAYD policy allows insurance to ac-
cess average speed and driven dis-
tance per month for billing purposes
but ensures deletion of data after 6
months and prevents accessing sin-
gle locations.

BEGIN POLICY payd_policy:

Controls: payd_dataset(UID, pos, speed, time)
Role: Flexilnsurance Inc.
Purpose: billing
Retention: 6 months
Field speed: allow AVG(monthly)
Field pos: allow SUM(dist(p,, ..., p,) monthly)
Field UID:  allow ATOMIC
END POLICY.
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